ABSTRACT
INTRODUCTION
Today, by daily development of computer networks and increasment of data that exchange, security becomes an important issue for organization. Security in organization is use of strategy for getting a situation that managers could protect informations and their communications against different risks, damages and incidents that threats the organization. By increasment of using new technologies in information and communication, establishing of a ISMS in organization is essential. This system is a systematic way for designing, executing, performing, and review of information security based on standard methods [1] .
The first standard of ISMS by the name of BS7999 published by business and industry govermented organization of England that consist of some parts. The first part of that is aboute information security management that published in 1995, in 1998 it revised and in 2000 it presented by international standard organization (ISO) by the name of ISO/IEC 17799. The second part of BS7999 standard prepared by coordination between this standsrd and ISO management standards in 2002. This standard in 2005 published by ISO by the name of ISO/IEC 27002. By this standards, establishment of information security in organization should be continual and in protection making cycle that it´s stages are designing , executing, assessment and correction [2] . From that date, many standards of ISO/IEC 27000 series published or thay are making ready. In this paper, we introduce steps of establishing ISMS(part 2), standards, domains and implementation model of ISMS process(part 3,4,5), The risks in LAN and Selecting of appropriate controls and allocating mitigation technique them (part 6) and at last the result of this paper will be present(part 7).
STEPS OF STABLISHING ISMS
ISMS is an approach to protecting and managing data based on a systematic method to establish, implement, operate, monitor, review, maintain, and improve of information security [3] . The steps of establishing ISMS explained as: Define the scope, planning ISMS policies, risk assessment, risk treatment, selecting the management controls and preparing statement of applicability.
Define the Scope
Define the scope of ISMS can be implemented for just a department, or the entire or part of an organization. Selecting of this scope involves several factor, as: the information security policy, the information security objectives and plans, the roles and responsibilities that are related to information security and are defined by the management [4] . We have considered the LAN and its devices for the ISMS scop.
Planning ISMS Policies
ISMS policies set out the basic concepts for information management in a organization. The policies must state the general focus of information security and act as guide to action. The points in procedure of planning ISMS policies are as: establishing ISMS policies, structure of organization for establishing the ISMS, endorsement from management [5] . We have considered LANs assets management and devices security according to the organization's policies, in this paper.
Asset, Threat, Vulnerability and Risk Assessment
Every organization is continuously exposed to an endless number of new or changing threats and vulnerabilities that may affect its operation or the fulfillment of its objectives. Identification, analysis and evaluation of these threats and vulnerabilities are the only way to understand and measure the impact of the risk involved and hence to decide on the appropriate measures and controls to manage them [6] .
Identifing Assets Value
Asset value can be defined by CIA factors that are confidentiality, integrity and availability of an asset. Confidentiality is ensuring that information is accessible only to those authorized to have access. Integrity is safeguarding the accuracy and completeness of Information and processing methods. Availability is ensuring that authorized users have access to information and associated assets when required [7] . Various methods are also available for finding assets value, one of these methods is to the assets are evaluated in terms of the influence of confidentiality, availability and integrity factors and values are added together, as (1) [8] :
(1) Asset value = Confidentiality value + Availability value + Integrity value Each of these factors can be set from low, medium and high, respectively, with the numbers 1 to 3 are based on their value. Oure assets in LAN are devices in network such as router and switches.
Identifing Threats and Threats Value
A threat is a potential cause of a security incidents that may cause an information system or organization to be lost or damaged. Threats are caused by vulnerabilities and efect the organization of the operations or the organization if they occur. After identifying threats related to network layer, according to probability of occurring threats, we allocate values of low, medium and high, respectively, with the numbers 1 to 3 for each of threat[5].
Identifing Vulnerabilities and Vulnerabilities Value
Vulnerabilities are weak points and security holes that may cause threats, and which are specific to an asset. Vulnerabilities do not cause any damage by themselves, but they may help threats to occure or cause damages [5] . After identifying vulnerabilities associated with each threat, the value of each vulnerability according to vulnerability impacts on threat, is determined. We use for it valuse of low, medium and high, respectively, with the numbers 1 to 3. thraets by using vulnerabilities, creates risks [9] . Figure 1 shows this cycle. 
Risk Assessment
Risk assessment can be performed by determining assessment procedures, creating an inventory of assets and clarifying the classificatins of impotance of assets and the crifteriafor evalution threats, vulnerabilities and risks. We use the formula to calculate risk values, as (2).
(2) Risk value=value of asset*value of threat* value of vulnerability Then according to the level of risk acceptance in organization, for risks that are above this level, we will decide during the risk management process[5].
Risk Treatment
Risk treatment is the process of selecting and implementing of measures to modify risk. These measures can be selected out of sets of security measurements that are used within the ISMS of the organization [6] . Risk treatment have different methods of handling risks, as: risk acceptance, risk avoidance, risk avoidance and risk transfer.
Risk Acceptance
To accept the risk and continue operating or to implement controls to lower the risk to an acceptable level [8] . Selecting a set of risk acceptance criteria based on the goals and objectives of the organization is important to have as an integral part of the ISMS. This assists in the development of risk treatment plans[10].
Risk Avoidance
Risk avoidance means performing methods to consider the risk treatment and abolishing an operation or discarding information assets to avoid a risk if it is impossible to prevent it adequately for a reasonable cost or no appropriate measures for dealing with it are found[5].
Risk Limitation
In the real world, risks cannot be completely removed by taking measures. In many cases, a measure is performed by investing enough to keep any risks which may occure under the acceptable level [5] . To limit the risk by implementing controls that minimizes the adverse impact of a threat's on an asset [8] .
Risk Transfer
Risk transfer means transferring risks to other partties or other organizations by concluding a contract. Risk transfer can be divided into two main categories: outsourcing measures for information assets and information security, and using an insurance system as a kind of finance for risks[5].
Selecting the Management Goals and Controls
The method of using an appropriate control to limiting the risk is the most common form of risk management. In this case, risk can be reduced by selecting a management goals and controls from the ISMS standard. Useful controls can be from existing controls or mechanisms that are in standards and guide directions of information security or they are from suggested control for organizational needs or special operations characteristics.
Preparing Statement of Applicability
This step is ready the documentation of all works we had been done, as document the management goal and control selected in step 5, and the reason for choosing them and prepare a Statement of Applicability [6] .
ISMS STANDARDS
ISO provides several documents that offer guidance in developing the ISMS. Those relevant to management of risk are:
ISO/IEC 27001
This standard is related to requirements of ISMS. It describes a model for establishing, implementing, operating, monitoring, reviewing, maintaining, and improving an ISMS. It used to assess conformance by interested internal and external parties and applies to all types of organizations and ensures selection of adequate and proportionate security controls that protect information assets and give confidence to interested parties. This standard specifies requirements for the implementation of security controls customized to the needs of individual organizations or departments. It provides 11 domains of information security[10].
ISO/IEC 27002
This standard is related to code of practice for ISMS. It defines security controls that may be selected within each domain of ISO/IEC 27001 and provides implementation guidance in each area[10].
ISMS DOMAINS
ISO/IEC 27001 standard has 11 domains [8] , which these domains are listed in table 1. In this paper, according to the objectives, policies and requirements of the organization, we have considered asset management, physical and environmental security, human resource security, Information Security Incident Management domains of ISMS. 
IMPLEMENTATION OF ISMS PROCESS IN PDCA MODEL
PDCA cycle presented by Edward Deming, was a model for making better the procedure or system that is in figure 2 . This cycle is a dynamic model, in a way that the last step of evolution from previous stage, is the first step in next stage and by repetition of procedure improvement can be analyzed always [11] . This cycle has 4 steps, In Plan step, we define needs, evaluate risks and assigns executable controls. In Do step, development, use and execution of controls has been done. In Check step, inspecting the system operation done by regarding the needs, and in Act step, we pay attention to maintenance, correction and making better of system [12] . Figure 2 shows PDCA model. 
SELECTING APPROPRIATE CONTROLS FOR THREATS AND ALLOCATING TECHNIQUE THEM
In this part, we explain the approach of mapping threats to ISO/IEC 27001 standard controls, then mitigation approaches for threats of LAN based on Cisco configuration is explained. We use the eliminating risks method and reducing risks method to treatment the identified risks, by selecting control or controls from a list of controls available in ISO/IEC 27001 and their practical code from ISO/IEC 27002 for each threat and risk [13, 14, 15, 16] . By allocaiting the appropriate control, techniques to reduce the risks and threats are expressed. Table 2 shows threats and vulnerabilities and risks of Cisco IOS software in LAN, appropriate contlols for threats and mitigation techniques of These threats. Table 3 shows above subjects for Layer 3, Table 4 shows them for Layer 2 and Table 4 shows these subjects for router and switch device. 
CONCLUSIONS
By expanding the use of LAN and facilities and equipments of these networks in organizations, creation of security is very significant. ISMS has an important role in assigning organization´s security controls that is based on policies, aims and organizational needs. In this paper, for implementing the LAN based on the ISMS standard, assets and threats were identified in LAN and vulnerabilities and risks that threat uses them were explained. In the end by explaining the method of mapping threats to the ISMS controls, reducing techniques for these threats were expressed. By knowing these techniques and creating the statement of applicability, Plan step is finished. In Do step, these controls is implemented, this work is planned and security incidents identified. In Check step, the requirements documented, the procedures monitored and evaluated and in case any weakness .In Act step ,these weakness is identificated and effective action to prevent or correct it done. By starting the PDCA cycle again, these steps are repeated until to achieve an acceptable level of security.
